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Policy Statement
At St Monica's Catholic Primary School, we recognise that digital technology is an important part of children's education, communication, creativity and everyday lives.
Technology provides children with significant opportunities to learn, communicate, create, collaborate and access information. However, children can also encounter risks when using digital technology and the internet.
Our approach to online safety is therefore based on education, prevention, protection, appropriate monitoring, reporting and support.
We aim to ensure that every child understands how to use technology safely, responsibly, respectfully and positively.
As a Catholic school, our approach to online safety is rooted in the dignity and value of every person. We expect pupils and adults to treat others with respect, kindness and compassion both online and offline.
Online safety is therefore considered an integral part of our safeguarding arrangements and is not treated as a separate or occasional area of learning.

Aims
The aims of this policy are to:
· protect children from online risks and harm;
· provide a safe digital environment for pupils, staff and visitors;
· teach pupils how to use technology safely, responsibly and respectfully;
· develop children's ability to recognise online risks;
· ensure pupils know how and where to report concerns;
· ensure staff understand their responsibilities when using technology;
· ensure parents and carers are supported in keeping children safe online;
· maintain appropriate filtering and monitoring systems;
· respond effectively to online safety incidents;
· protect personal information and school data;
· promote positive digital citizenship;
· support children's mental health and wellbeing when using technology;
· ensure online safety is embedded within the curriculum;
· ensure online safety forms part of the school's wider safeguarding culture.

Scope
This policy applies to:
· all pupils from Nursery to Year 6;
· all teaching and support staff;
· supply teachers;
· agency staff;
· volunteers;
· governors;
· visitors;
· contractors;
· parents and carers when using school systems;
· anyone using school-owned devices, systems or networks.
This policy applies whether technology is being used:
· in school;
· at home for school-related purposes;
· on school trips;
· during remote learning;
· using school devices;
· using personal devices where school systems or pupils are involved;
· through school-managed accounts;
· through online learning platforms.

 What We Mean by Online Safety
Online safety refers to protecting children and adults from risks associated with digital technology and online activity.
These risks include:
Content
Children may encounter:
· inappropriate images;
· violent or disturbing material;
· pornography;
· extremist or terrorist content;
· misinformation and disinformation;
· inappropriate advertising;
· harmful or age-inappropriate material.
Contact
Children may be contacted by:
· strangers;
· people pretending to be someone else;
· online groomers;
· scammers;
· individuals attempting to obtain personal information.
Conduct
Children may:
· experience or participate in cyberbullying;
· send or receive inappropriate messages;
· share photographs without permission;
· impersonate others;
· behave disrespectfully online;
· participate in harmful online challenges.
Commerce
Children may encounter:
· scams;
· fraudulent websites;
· in-app purchases;
· gambling-related content;
· targeted advertising;
· attempts to obtain personal or financial information.

Roles and Responsibilities
1 Governing Body
The Governing Body will:
· support the school's approach to online safety;
· ensure online safety forms part of safeguarding arrangements;
· ensure appropriate policies and procedures are in place;
· receive appropriate information regarding online safety incidents and trends;
· ensure appropriate resources and training are available;
· provide challenge and oversight regarding online safety.

2 Headteacher
The Headteacher will:
· have overall responsibility for ensuring the school's online safety arrangements are effective;
· ensure the policy is implemented;
· ensure staff receive appropriate training;
· ensure serious online safety concerns are dealt with appropriately;
· work with the DSL, Computing Lead and IT support;
· ensure the school meets relevant safeguarding and digital technology requirements.

Designated Safeguarding Lead
The DSL will:
· oversee online safety as part of the school's safeguarding arrangements;
· respond to online safety safeguarding concerns;
· ensure online safety incidents are appropriately recorded;
· make referrals to external agencies where appropriate;
· work with the Computing Lead and IT support;
· ensure staff understand how to report online safeguarding concerns;
· monitor emerging online risks;
· ensure online safety is reflected in safeguarding training;
· liaise with parents and carers when appropriate.
Online safety concerns which indicate that a child may be at risk of harm will be managed in accordance with the school's Child Protection and Safeguarding Policy.

 Computing / Digital Lead
The Computing Lead will:
· support the implementation of online safety education;
· ensure online safety is appropriately embedded within Computing;
· support teachers with online safety resources;
· work with the DSL to identify emerging risks;
· support staff in the safe use of digital technology;
· monitor developments in technology and online platforms;
· work with IT support to ensure appropriate technical safeguards are in place.

 IT Support / Technical Provider
The school's IT support provider will:
· maintain appropriate technical security;
· maintain filtering systems;
· support monitoring systems;
· maintain appropriate firewall and network security;
· manage user accounts and permissions;
· support secure devices;
· respond to technical safeguarding concerns;
· assist the school in investigating online safety incidents;
· support appropriate software updates and security measures.
Technical arrangements will be reviewed regularly with the DSL and relevant school leaders.

Staff Responsibilities
All staff are responsible for:
· modelling appropriate online behaviour;
· following the school's Acceptable Use arrangements;
· maintaining professional boundaries online;
· protecting passwords and accounts;
· reporting online safety concerns;
· reporting suspected cyber incidents;
· using school systems appropriately;
· ensuring pupils are supervised appropriately when using technology;
· following the school's safeguarding procedures.
Staff must never use personal social media accounts to communicate privately with pupils.
Staff must not share personal contact information with pupils unless this has been specifically authorised for a legitimate school purpose.

 Pupil Responsibilities
Pupils are expected to:
· use technology safely;
· treat others respectfully online;
· protect their passwords;
· keep personal information private;
· tell an adult if something online makes them worried or uncomfortable;
· report cyberbullying;
· report inappropriate content;
· use school devices appropriately;
· follow age restrictions;
· ask permission before taking or sharing photographs of others;
· understand that online behaviour can have real-world consequences.
Children are taught that telling an adult is not getting into trouble.

Parents and Carers
St Monica's recognises that children's online activity continues outside school.
The school will support parents and carers by:
· sharing online safety information;
· signposting parents to appropriate guidance;
· discussing emerging online risks;
· providing information through the school website, newsletters and other communication channels;
· encouraging parents to establish appropriate boundaries at home;
· encouraging parents to use parental controls where appropriate.
Parents and carers are encouraged to speak to the school if they have concerns about:
· cyberbullying;
· online grooming;
· inappropriate content;
· social media;
· online gaming;
· online relationships;
· harmful online challenges;
· excessive screen use;
· online abuse.

Curriculum
Online safety will be taught throughout the school year and will not be limited to one annual Online Safety Week.
Online safety will be taught through:
· Computing;
· Relationships Education;
· Health Education;
· PSHE;
· Collective Worship where appropriate;
· assemblies;
· safeguarding activities;
· pastoral support;
· age-appropriate discussions arising from current events or incidents.
The school will ensure that children receive age-appropriate education about:
· online relationships;
· cyberbullying;
· digital footprints;
· privacy;
· passwords;
· personal information;
· online reputation;
· scams;
· misinformation;
· harmful content;
· inappropriate communication;
· consent;
· online gaming;
· social media;
· online advertising;
· artificial intelligence;
· image sharing;
· reporting concerns.

Age-Appropriate Online Safety
The school recognises that online safety education must be appropriate to the age and developmental stage of pupils.
EYFS
Children will begin to learn:
· how to use devices safely;
· how to ask an adult for help;
· that not everything online is safe;
· how to treat others kindly when using technology.
Key Stage 1
Children will learn about:
· safe use of tablets and computers;
· passwords;
· personal information;
· asking permission;
· trusted adults;
· appropriate online behaviour;
· cyberbullying;
· reporting concerns.
Lower Key Stage 2
Children will develop understanding of:
· online communication;
· digital footprints;
· privacy;
· scams;
· online gaming;
· age restrictions;
· cyberbullying;
· inappropriate content;
· responsible use of social media and online platforms.
Upper Key Stage 2
Children will develop greater understanding of:
· online identity;
· reputation;
· social media;
· grooming and exploitation;
· misinformation;
· scams and fraud;
· image sharing;
· consent;
· artificial intelligence;
· persuasive online design;
· data collection;
· privacy;
· the legal and social consequences of online behaviour.

 Filtering
St Monica's will maintain appropriate filtering systems designed to prevent children accessing illegal, inappropriate or harmful online content.
Filtering systems will be:
· appropriately configured;
· reviewed regularly;
· monitored for effectiveness;
· reviewed when new technologies or risks emerge;
· reviewed following significant online safety incidents.
Filtering must not unreasonably restrict legitimate educational access.
Where a website is incorrectly blocked, staff should report this through the school's agreed IT reporting process.

Monitoring
The school will maintain appropriate monitoring arrangements to identify potentially harmful or inappropriate online activity.
Monitoring may include:
· internet activity;
· searches;
· website access;
· alerts generated by the school's filtering and monitoring system;
· activity on school-managed devices;
· school-managed accounts.
Monitoring arrangements will be proportionate and will comply with relevant data protection requirements.
Filtering is preventative, whereas monitoring is used to identify and respond to potentially harmful activity.
The school will ensure that monitoring alerts can be appropriately investigated and escalated where necessary.

Responding to Monitoring Alerts
Where a monitoring system identifies potentially concerning activity:
1. The alert will be reviewed by an appropriately authorised member of staff.
2. The nature and seriousness of the concern will be considered.
3. Safeguarding concerns will be referred to the DSL.
4. Technical issues will be referred to IT support.
5. Where appropriate, the incident will be recorded.
6. Further action will be taken in accordance with the school's safeguarding and behaviour procedures.

Reporting an Online Safety Concern
Children and adults should report concerns immediately.
Concerns may include:
· inappropriate websites;
· harmful content;
· cyberbullying;
· online threats;
· grooming;
· inappropriate communication;
· suspicious accounts;
· inappropriate images;
· extremist content;
· scams;
· hacking;
· compromised accounts.
Children can report concerns to:
· their class teacher;
· teaching assistant;
· DSL;
· Headteacher;
· another trusted adult.
Staff should report safeguarding concerns to the DSL in accordance with the Child Protection and Safeguarding Policy.

Cyberbullying
The school does not tolerate cyberbullying.
Cyberbullying may include:
· threatening messages;
· abusive messages;
· exclusion from online groups;
· spreading rumours;
· sharing embarrassing images;
· impersonation;
· harassment;
· repeated unwanted contact.
Cyberbullying will be dealt with in accordance with the school's Behaviour Policy and Child Protection and Safeguarding Policy where appropriate.
The school will consider:
· the nature of the incident;
· the pupils involved;
· the impact on the victim;
· whether the behaviour constitutes bullying;
· whether there are safeguarding concerns;
· whether parents need to be informed;
· whether external agencies need to be contacted.

Online Grooming and Exploitation
Staff must remain alert to signs that a child may be experiencing online grooming or exploitation.
Possible indicators may include:
· secrecy around online activity;
· receiving unexplained gifts;
· contact with unknown adults;
· significant changes in behaviour;
· withdrawal;
· anxiety;
· distress after using a device;
· possession of inappropriate images;
· attempts by another person to establish a secret relationship.
Any concern must be reported immediately to the DSL.

Images and Photography
The school will ensure that photographs and videos of pupils are handled appropriately.
Staff must:
· use school-approved devices where possible;
· follow the school's image consent arrangements;
· avoid taking inappropriate photographs;
· store photographs securely;
· not share photographs through personal accounts;
· follow the school's Data Protection Policy.
Images must not be shared publicly where appropriate consent has not been obtained.

Social Media
Staff must maintain professional boundaries when using social media.
Staff must not:
· communicate privately with pupils through personal social media;
· accept inappropriate social media requests from pupils;
· publish confidential school information;
· publish photographs of pupils without appropriate permission;
· make inappropriate comments about pupils, parents, colleagues or the school;
· bring the school into disrepute through online activity.
Staff should assume that online activity may become public even when privacy settings are used.

Personal Devices
Personal devices should not be used in a way that compromises:
· safeguarding;
· confidentiality;
· data protection;
· professional boundaries;
· pupil privacy.
Staff should follow school arrangements regarding mobile phones and personal devices.
Personal devices must not be used to store confidential pupil information unless specifically authorised and appropriately secured.

Passwords and Account Security
All staff and pupils must:
· keep passwords confidential;
· not share passwords with others;
· use strong passwords where appropriate;
· log out when finished;
· lock devices when unattended;
· report compromised accounts immediately.
Staff must never use another person's account.
The school will use appropriate account-management and security arrangements.

Cyber Security
St Monica's recognises that cyber security is also a safeguarding issue.
The school will take appropriate measures to reduce risks associated with:
· phishing;
· malware;
· ransomware;
· unauthorised access;
· compromised accounts;
· data breaches;
· insecure devices;
· malicious websites.
Staff will receive appropriate cyber-security awareness training.
The school will maintain arrangements for reporting and responding to cyber incidents.
The DfE's current digital standards state that schools should have appropriate cyber-security measures and procedures and undertake regular cyber-risk assessment.

Data Protection
The school will comply with applicable data protection legislation and its Data Protection Policy.
Staff must:
· only access information required for their role;
· protect personal information;
· avoid sending confidential information to incorrect recipients;
· use school-approved systems;
· report suspected data breaches immediately.
Personal data must not be uploaded to external websites, applications or artificial intelligence tools unless the service has been appropriately approved and the processing is lawful.

Artificial Intelligence
The school recognises that pupils and staff increasingly encounter Artificial Intelligence (AI).
AI must be used safely, responsibly and appropriately.
Staff must:
· follow school guidance when using AI;
· not enter confidential pupil information into unapproved AI systems;
· consider accuracy and bias;
· check AI-generated information;
· maintain professional judgement;
· ensure AI use supports rather than replaces learning.
Pupils will be taught age-appropriate understanding of:
· what AI is;
· how AI-generated content can be created;
· misinformation;
· privacy;
· copyright;
· responsible use;
· the importance of checking information.

Online Learning Platforms
School-approved online platforms may be used to support teaching and learning.
Staff must ensure that:
· platforms are appropriate for pupils;
· accounts are secure;
· pupil information is protected;
· communication remains professional;
· inappropriate content is reported;
· access is removed when no longer required.

Online Gaming
The school recognises that online gaming is an important part of many children's lives.
Children will be taught about:
· age ratings;
· privacy settings;
· communication with strangers;
· in-game purchases;
· inappropriate language;
· scams;
· sharing personal information;
· reporting and blocking users;
· healthy screen-time habits.

Online Safety and Mental Health
The school recognises that online experiences can affect children's wellbeing.
Staff will be alert to:
· anxiety related to online activity;
· excessive screen use;
· sleep disruption;
· social pressure;
· cyberbullying;
· body image concerns;
· harmful online communities;
· exposure to distressing content.
Where online activity is affecting a child's wellbeing, appropriate pastoral and safeguarding support will be provided.

 Online Safety Incidents
Online safety incidents will be:
· taken seriously;
· investigated appropriately;
· recorded where required;
· referred to the DSL where safeguarding concerns exist;
· managed through the Behaviour Policy where appropriate;
· reported to parents/carers where appropriate;
· referred to external agencies where required.
Evidence should be preserved where appropriate.
Staff and pupils should not forward, copy or redistribute harmful or illegal material.

Serious Online Safety Incidents
Serious incidents may include:
· online grooming;
· threats to harm;
· exploitation;
· sharing of illegal material;
· extremist or terrorist content;
· serious cyberbullying;
· hacking;
· serious data breaches;
· threats to the school;
· inappropriate sexual images involving children.
Such incidents must be referred immediately to the DSL or Headteacher.
The school will consider whether external agencies, including the police or children's social care, need to be contacted.

Online Safety and Safeguarding
Online safety is part of the school's wider safeguarding responsibilities.
Where an online concern indicates that a child may be at risk of harm, the school's Child Protection and Safeguarding Policy takes precedence.
All safeguarding concerns will be managed in accordance with current statutory safeguarding guidance.

 Staff Training
All staff will receive appropriate online safety training.
Training will include:
· safeguarding online;
· filtering and monitoring;
· cyber security;
· phishing;
· data protection;
· social media;
· professional boundaries;
· online abuse;
· emerging technologies;
· Artificial Intelligence;
· reporting procedures.
Online safety will be included within induction for new staff.

Governors
Governors will receive appropriate information to enable them to understand:
· the school's online safety arrangements;
· significant online safety risks;
· filtering and monitoring arrangements;
· safeguarding implications;
· cyber-security risks;
· staff training;
· relevant incidents and trends.

. Monitoring and Review
This policy will be reviewed at least annually.
The review will consider:
· changes in legislation;
· changes to statutory guidance;
· new technologies;
· online safety incidents;
· filtering and monitoring reports;
· staff feedback;
· pupil feedback;
· parent feedback;
· cyber-security risks;
· emerging online threats.
The school will ensure that online safety arrangements remain appropriate to the needs of its pupils and staff.

Appendix 1 – Online Safety Reporting Flowchart
Pupil or adult identifies an online safety concern
↓
Report to a trusted adult / teacher / DSL
↓
Is there a safeguarding concern?
YES → Refer immediately to DSL
NO → Manage through appropriate school procedures
↓
Is there a technical concern?
YES → Report to IT support
↓
Is there a behaviour concern?
YES → Follow Behaviour Policy
↓
Does the concern require external referral?
YES → DSL/Headteacher considers referral to appropriate external agency
↓
Record and monitor

Appendix 2 – Staff Online Safety Quick Checklist
Before using technology with pupils, staff should ask:
☐ Is the website/resource appropriate for the children's age?
☐ Is the resource educationally appropriate?
☐ Have I checked the content beforehand?
☐ Is the school's filtering system active?
☐ Am I using an approved school account?
☐ Am I protecting pupil information?
☐ Am I maintaining professional boundaries?
☐ Do I know how to report an online safety concern?
☐ Do I know who the DSL is?

Appendix 3 – Pupil Online Safety Rules
At St Monica's we:
THINK
Is it safe? Is it kind? Is it true?
PROTECT
Keep passwords and personal information private.
RESPECT
Treat people online as we would treat them face-to-face.
REPORT
Tell a trusted adult if something worries us.
STOP
If something feels wrong, stop using it and ask for help.
REMEMBER
Once something is shared online, it can be difficult to take it back.

Appendix 4 – Our Catholic Approach to Online Safety
At St Monica's Catholic Primary School, we believe every person is created in the image and likeness of God and should be treated with dignity and respect.
Our online behaviour should reflect the same values that guide our behaviour in school.
We encourage pupils to:
· show kindness;
· respect others;
· protect one another;
· make responsible choices;
· stand up against bullying;
· seek help when something is wrong;
· use technology positively;
· understand that their actions affect others.
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